WO 03/063528 



1/8 



10/521812 

PCT/GB03/00083 




FIG. 2 



SUBSTITUTE SHEET (RULE 26) 



WO 03/063528 PCT/GB03/00083 

2/8 




SUBSTITUTE SHEET (RULE 26) 



WO 03/063528 



3/8 



10/521812 

PCT/GB03/00083 



ORIGINATING 
TERMINAL 



302* 



REQUEST 
SECURE 
MESSAGING 



311- 



312* 



GENERATE 
MESSAGE 



REQUEST PIN 
&TEXT 



314 



316* 



-I 



PIN & TEXT 



ENCRYPT PIN 
&TEXT 



AUTHORISATION 
SYSTEM 



304 



REQUEST 



308* 



CHECK 
IDENTITY 



-306 



EXTRACT 
DATA 



310 



PUBLIC KEY 



GENERATE 
PUBLIC KEY 



309 



318 



MESSAGE 



320 



DECRYPT 
MESSAGE 



COMPARE 
J3|N OK? 



324* 



322 



FIG. 4A 



SUBSTITUTE SHEET (RULE 26) 



WO 03/063528 



4/8 



10/521812 

PCT/GB03/00083 



AUTHORISATION 
SYSTEM 



328- 
330- 
332- 



IDENTIFY 
USER 



-326 



EXTRACT 
DATA 



GENERATE 
KEYS 



ENCRYPT 
DATA 



334 
S 



MESSAGE 



348* 



350* 



RECEIVING 
TERMINAL 



EXTRACT 
KEY 



REQUEST 
PIN 



1 



PIN 



360* 





DECRYPT 


. S 


PIN 


PIN 




352 


VERIFY PIN 


S . 


CONFIRMATION 




358 


DECRYPT 


« J 


MESSAGE 


RESPONSE 




FIG. 4B 



ENCRYPT 
PIN 



DECRYPT 
MESSAGE 



DISPLAY 
MESSAGE 



RESPONSE 
DATA 



-336 

-340 

-342 
-344 

-353 

-354 

-356 



SUBSTITUTE SHEET (RULE 26) 



10/521812 



WO 03/063528 



PCT/GB03/00083 



5/8 



AUTHORISATION 
SYSTEM 



404* 



406* 



VERIFY USER 
DETAILS 



PROVIDE 
SOFTWARE 
UPDATE 



FIG. 5 



MOBILE 
TERMINAL 



REQUEST 
UPDATE 



VERIFY 
SENDER 



UNPACK 
SOFTWARE 



REQUEST 
PIN 



CHECK PIN 



ACKNOWLEDGE 
RECEIPT 



UPDATE 
SOFTWARE 



NOTIFY USER 



-402 



-408 



-410 



-412 



-414 



-416 



-418 



-420 



SUBSTITUTE SHEET (RULE 26) 



WO 03/063528 



10/521 

PCT/GB03/00083 



6/8 



MERCHANT 



AUTHORISATION 
SYSTEM 



CONSUMER 



502' 



TRANSACTION 
DETAILS 



VERIFY 
MERCHANT 
IDENTITY 



*504 



522- 



524- 



VERIFY USER'S 
IDENTITY 



506 



I 



RECEIVE 
CONFIRMATION 




GENERATE 
CONFIRMATION 


♦ 




t 






ACKNOWLEDGE 
CONFIRMATION 




SETTLE 
PAYMENT 


► 



*518 



*526 



FIG. 6 



508— 


GENERATE 




RECEIVE 


—510 




MESSAGE 


> 


MESSAGE 








514 


1 




516— 


DECRYPT 


. S 


ENTER 


—512 




RESPONSE 




RESPONSE 





SUBSTITUTE SHEET (RULE 26) 



WO 03/063528 



7/8 



PCT/GB03/00083 



ORIGINATING 
TERMINAL 



376> 



© 



STORE PUBLIC 
MESSAGE KEY 



374 



REQUEST 
SECURE 
MESSAGING 



PUBLIC KEY 



-378 



GENERATE 
MESSAGE 



MESSAGE 
TEXT 



REQUEST PIN 
& DESTINATION 



I 



PIN & 
DESTINATION 



-380 



-381 



-382 



-383 



AUTHENTICATION 
SYSTEM 



GENERATE 
MESSAGE KEY 
PAIR 



STORE 
PRIVATE 
MESSAGE KEY 



-370 



-372 



FIG. 7A 



© 



SUBSTITUTE SHEET (RULE 26) 



10/52181 



WO 03/063528 v PCT/GB03/00083 

8/8 



ORIGINATING 
TERMINAL 



© 



1 



396^ 



398^ 



AUTHENTICATION 
SYSTEM 



i 



ENCRYPT 


S , 


DECODE 


^388 


MESSAGE 


SEND 


MESSAGE 




I 

384 








r 








GENERATE 
NEW MESSAGE 
KEY PAIR 


-^390 










r 










STORE 
PRIVATE 
MESSAGE KEY 


--391 






394 




r 




DECODE 


. I 


ENCRYPT 


~392 


RESPONSE 


RESPONSE & 
PUBLIC KEY 


RESPONSE 






f 








STORE PUBLIC 
MESSAGE KEY 











FIG. 7B 



SUBSTITUTE SHEET (RULE 26) 



